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SAPA-based approach for defending DoS
attacks in cloud computing
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Abstract: Denial of service (DoS) attack was one of the major threats to cloud computing. Security access path algorithm
(SAPA) used node route table (NRT) to compose security access path. It simplified role nodes of traditional secure over-
lay services (SOS), and periodically updated role nodes, and cached security access paths. Therefore, SAPA was more
appropriate for cloud computing to defend DoS attacks. Based on the turn routing architecture of cloud computing, the
mathematical model of SAPA was built and its performance was analyzed in theory. The performance of SAPA was tested
in OMNeT++ experimental platform. Also, the Test-bed experiments were performed to evaluate the effectiveness of
SAPA for defending DoS attack. Experimental results show that comparing with SOS, SAPA can degrade the impact of
communication success rate caused by DoS attack effectively, and guarantees the access delay small enough.
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